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Email setting: How to set-up on Gmail (Correct as of July, 2016) V1.1

Update Your Google Email Security Settings (Standard)

(please see next page if you have set up 2 step verification on your Gmail Account)

When you first try to set up email notifications from your Home View camera, you may
receive an email from Google with a heading “Review sign in from a less secure app”, and
Google may have blocked access for security.

Google (@)

Review sign-in from a less secure app

i
Google just blocked someone from signing into your Google Account [Ji2amail.com
from an app that may put your account at risk.

Less secure app
Monday, 11 July 2016 12:07 (British Summer Time)
United Kingdom*

Don't recognise this activity?
If you didn't recently receive an error while trying to access a Google service, like Gmail,
from a non-Google application, someone may have your password.

SECURE YOUR ACCOUNT

Are you the one who tried signing in?

Google will continue to block sign-in attempts from the app that you're using. To continue
using this app, you can allow access to less secure apps, but your account may be more
vulnerable.

ALLOW ACCESS

To resolve this you should select “allow access” from within this email, and “turn on” access
for less secure apps.

Less secure apps

Some apps and devices use less secure sign-in technology, which makes your account more vulnerable.
You can turn off access for these apps, which we recommend, or turn on access if you want to use them

despite the risks. Learn more

Access for less secure apps Turn off

® Turnon




Update Your Google Email Security Settings (2 step verification)

If you have set up 2 step verification on your Gmail account, you will need to generate a

special App passwords (this will be use instead of your normal password) from your Google

account.

Login your Gmail. Firstly click your top-right icon, my account, then Sign-in & security (all
three highlighted in red circle, your actual screen may differ from shown):

Google

@ Sign-in & security

Control your password and account-access
settings.

Signing in to Google

My Account

G ™M 2o
i

Welcome,

Control, protect and secure your account, all In Or s accoun

My Account gives you quick access to settings and tools that let you safeguard your data, protect your privacy and decide how your information can make Google services

work better for you
< Personal info & privacy >

Manage your visibility settings and the data we
use to personalise your experience.

Your personal info

o ~

Gou;le-* Profile Privacy

" Google+ page

All your Google+ pages »

Sign out

X Account preferences >

Set language, accessibility, and other settings that
help you use Google.

Language & Input Tools

When you are in Sign-in & security, click on Signing in to Google, then click App passwords:

Sign-in & securit

Personal info & privacy

Account preferences

Password

2-step Verification

Password & sign-in method

Your password protects your account. You can also add a second layer of
protection with 2-Step Verification, which sends a single-use code to your
phone for you to enter when you sign in. So even if someone manages to steal
your password, it is not enough to get into your account

Note: To change these settings, you will need to confirm your password

Last changed: 30 November 2009 >

On since: 26 October 2014 >

App passwords

I

Account recovery options

Welcome Signing in to Google




Next, you will need to generate an app password for your app. Click on Select App and
choose “Mail”, then click on Select device and choose “Other”, then manually input “Yale
Home view camera”. Click Generate.

& App passwords (2]

Accounts through apps such as
ds for you and you won't need to

0 access their Goo
te the app pass

App passwords allow 2-Step Verification u:
Mail on an iPhone or Mac, or Outlook. We'll g
remember them. Learn more

Name Created Last used Access

Mail on my iPhone 260ct 2014 10:40 REVOKE
WIPC camera 10:21 10:22 REVOKE
Mail on my Mac 27 0ct 2014 22 May REVOKE

onmy O

Google Terms&Privacy  Help

A pop-up will appear with an app password for your Yale Home view app:

Generated app password

Your app password for your device

ol pect 1hon>

How to use it

Email

securesally@gmail.com Go to the settings for your Google Account in
the application or device you are trying to set

Password up. Replace your password with the 16-
character password shown above.
Just like your normal password, this app
password grants complete access to your
Google Account. You won't need to remember
it, so don't write it down or share it with anyone.

DONE




Configure Email Settings within the Yale Home View App

1.

On your Home view app whilst your camera is delivering a live feed, press on the
settings icon (cog) in the top right corner of the screen.

Select “email settings”.

Enable email by sliding the button next to “email” to the right (the slide bar turns
yellow)

Select “sender information” and fill in the fields as pictured below. Use your own
Gmail username and password — your Username will be your Gmail address, and
password will be your Gmail password UNLESS you have 2 stage verification on your
Gmail Account, in which case you should enter the Generated app password here).
Press the tick box in the top right hand corner and you will see a green success
message.

< Sender information
SMTP Server
smtp.gmail.com
SMTP Port
587
Transport Layer Security(TLS)
STARTTLS
SMTP Username
example@gmail.com

SMTP Password

Press back < to set up your recipient emails.

Select “receiver information” to set up your recipient emails. The app allows you to
set up to 4 email addresses to be notified in the event of motion or sound detection.
Press the tick in the top right corner of the screen once you have finished entering
recipient email addresses. You should now receive a test email from your IP camera.
Press back < to set up alert settings.

Press “Alert”, Activity or Motion Detection, and enable by sliding the button to the
right (the slide bar turns yellow). Set the scheduled times for activation, sensitivity
level and triggered intervals for these.

10. Your camera will now send email to notify you upon motion or sound trigger.



